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• Being the victim of a scam is a distressing experience, which at the high end 
of the spectrum of fraud  losses, can be life changing

• There is much information available (which will be listed later), but generally 
it is focussed on ‘what’ to avoid  e.g. ‘fake’ e-mails

• But how do you recognise a ‘fake’ e-mail ?  People lose money because 
‘professional’ scammers can be very ‘good’ at what they do.

• This session will attempt to  help  ‘how to’ recognise scams generally

• However, we strongly recommend you to study the excellent guide ‘Avoiding 
scams’ issued by ageUK –it can be downloaded here

• https://www.ageuk.org.uk/information-advice/money-legal/scams-
fraud/scams-guide/
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• A scammer first has to establish contact with you in some way, and then 
perpetrate the fraud. There are potentially four types of approach:-

• ‘one shot’ scams: Probably the most common, contact can be established by 
knocking on the door, sending postal mail, contact by phone, and (the most 
common) contact via e-mail or web site.

• Relationship scams: Generally, contact is made via a web dating site. The 
scammer seeks to establish a close relationship over time, and then seeks to 
extract money, often in a series of acts.

• Identity theft: These scams are effected by the perpetrator impersonating 
the victim, and then fraudulently opening accounts etc and entering into 
contracts for goods.

• Investment / pension scams: This type of scam is likely to result in by far the 
greatest loss of any type. The victim is typically persuaded to transfer pension 
or savings assets to an apparently sound company, but which is in fact a front 
for the scammer.  
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• This session will focus on ‘one shot’ scams, and (maybe)  touch towards the 
end on Investment scams

• The majority of ‘one shot’ scams are via e-mail or the web, as the scammer 
can cover more victims and can operate from another country The examples 
in this session will be about this route into your pocket.

• Relationship scams are probably the most vile, since they may have a 
personal emotional effect far worse than simply losing money. We won’t 
cover these in this session.

• Identity theft is different from the other scams, because the scammer does 
not actually want to make contact with you;  the goal is to hide the activities 
from you. This is a separate topic and won’t be addressed here.

• Investment scams are complex because they require positive and knowing  
cooperation by the victim, who is duped into making a change. Further, there 
are such a large variety of investments types, we can’t cover them here. 
However, there are some common ground rules, and these will be described.



E-mail and web scams
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• The general principles here apply to approaches by phone, letter or (less 
common these days, knocking on the door.

• The  internet scammer wants you to click on a link / attachment to

• provide personal data (bank account details, passwords etc)
• download a dangerous attachment
• pay money to release  a delivery
• Buy a dubious product
• ‘invest’ in a worthless scheme
• believe that someone really owe you $25,000,000

• However, they tend to have a common form, which should ring alarm bells

• Note: if you are expecting a mail, it comes from a known sender,  and can 
verify the content as being expected or genuine, then it’s probably ok !

• So now for some examples, for you to become a scam recognition master !
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• You won’t see many of these, but it was a very early scam, which illustrates 
some important points. Nigerian scammers promising large rewards were 
early ‘pioneers’

• The ‘clues’

• ‘From’ address not connected with apparent sender, and ‘no-reply’
• ‘To’ address not specific ; ‘To’ addresses which are ‘recipients’, ‘me’, and 

blank should put your scam-o-meter (“s-o-m”) to ‘warning’.
• Promise of a big reward (the greed motive for a reply)
• The scammers ‘stupid filter’ – mention of an up-front payment of 

$3,000. This is an ‘advance fee’ scam (i.e. take the money and run) , and 
we’ll see this again.

• Private return e-mail address, not the apparent sender. Your s-o-m starts 
to beep.

• On the face of it, this is a pretty dumb attempt at scamming because it’s so 
obviously crooked. In actual fact, it’s very clever, as will be explained.



Running scam-o-meter warning flags list
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• Unconnected with apparent sender  ‘From’ address
• Non-specific ‘To’ address ‘undisclosed-recipients’ / ‘recipients’ / ‘me’ / blank
• Promise of reward / benefit (‘greed’) or loss / penalty (‘fear’)
• Unconnected mail reply address with apparent sender (+2 pips for gmail)



A Natwest mail
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Do this or 
negative 
outcome

Click a 
link or
button



A Natwest mail – don’t click risky links !
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• Scammers will seek to use the promise of the bargain or threat of a loss to 
click a link or press a button. Never do this unless you are absolutely sure 
that the mail or web page is completely genuine.

• Clicking a bad link can

• download malicious material (virus, spyware) onto your device
• take you to a web page which asks for sensitive information
• reveal information about your device and e-mail to them

• Tip no 1: If you hover your mouse pointer over a link (but don’t click!!!) it will 
often show you where the link points to

• Which is obviously NOT Natwest !



The delivery ‘advance fee’ scam

Copyright Watford Park u3a 13



The delivery ‘advance fee’ scam

Copyright Watford Park u3a 14

• OK, so what other clues were there ?
• Evri would not have sent a mail from geraldine.middleton@btconnect.com
• Your ‘who is it from test’ should have moved the s-o-m deal here
• Are you expecting anything from Evri ? If so, check the tracking number from 

the original mail and match it against the (fake) one given.

• So we have some new rules
• Follow these if your s-o-m has moved above zero (here, the ‘from’)
• Act slowly, have a coffee
• If a number (tracking, account etc) is quoted, check it

• This mail scam relies on
• Of the 50,000 sent out, a significant number will  have an outstanding 

Evri delivery (or you might make the assumption above)
• Either way, there is FOMO  “fear of missing out” / a loss (BIG flag)
• You will act hastily
• You will make assumptions, even after the flag

mailto:Geraldine.middleton@btconnect.com


The service  threat scam (page 1)
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• This mail is often  not directly about asking for money – they want your 
details

• Here, the ‘from’ address almost looks convincing, but it’s not bt.com
• The ‘To’ address is you
• Flag: there is urgency  (“you must respond now”) (“update details quickly”)
• Flag: It mentions an ‘order’ – have you got one outstanding ?
• Flag: a threat “we’ll proceed with the planned service termination”
• Flag: a threat – ignore the mail and they will stop the service
• This is a big threat as it hints it involves internet, e-mail etc.

• (The s-o-m should be turning to red about now)

• Ok, time to update the scam-o-meter list !



Running scam-o-meter warning flags list
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• Unconnected with apparent sender  ‘From’ address
• Non-specific ‘To’ address ‘undisclosed-recipients’ / ‘recipients’ / blank
• Promise of reward / benefit (‘greed’) or loss / penalty (‘fear’)
• Unconnected with apparent sender mail reply address (+2 pips for gmail)
• Sniff test ! You are being offered something for nothing / too good to be true
• You are being asked to act urgently or else
• There is a threat
• The threat is significant disruption rather than money

• React slowly
• Apply common sense

• Ok, now for a few quickies to illustrate other types to watch for



Quickies
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• Urgent action or loss



So easy …
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• TV Licence



Quickies  (test here !)
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• You have been selected



Quickies
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• “You have been selected”



More examples – 20 seconds each for you to recognise trap

Copyright Watford Park u3a 24



More examples – 20 seconds each for you to recognise trap

Copyright Watford Park u3a 25



More examples – 20 seconds each for you to recognise trap

Copyright Watford Park u3a 26



More examples – 20 seconds each for you to recognise trap

Copyright Watford Park u3a 27

Stupid filter



Now, a ‘non-scam’ scam
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… and finally, a (half) ‘professional’ one
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Tip : Check any web site you make payments on 
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E.G Lloyds Bank Click on the ‘lock’ icon

This confirms the 
connection is secure

For the paranoid: click on the 
mini arrow for full details



Tip : hover the mouse / finger over a link to see where it’s going

Copyright Watford Park u3a 31

Supposedly from UPS Express …

But hovering shows you will be 
taken to sherlock.scribblelive …

Obviously  not  UPS !!



Tip : Your e-mail provider will have  anti- spam tools

Copyright Watford Park u3a 32



In conclusion…
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• Primary rule – don’t react to any mail with a threat or “too good to be true”

• You know the  signs

• odd sender, not matching  the organisation it purports to be
• Seemingly for you personally, but sent to ‘undisclosed recipients’ etc
• mails conveying a sense of urgency generally
• there is a threat to cease service or require payment
• there is a threat of a security breach
• there is mention of an advance payment (e.g. delivery fee)
• mails with an attractive purchase offer or other promise of money
• anything to do with investments / pension opportunities

• For any of the above, never click a link or download a file !

• I hope the session has been worthwhile and given you more confidence to 
recognise fraudulent mails 
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